Communicating the issues

Childnet SMART rules have been written especially for young people
© remind tham how 10 be carsfud online

Koop aafe by being careful not to give out
personal information ~ such as your name, email,
phons number, home address, or school name - 10
pecple who you don't rust onlins.

[l = 31153 Mesting someons you have only
been in touch with cnfine can be dangeroua. Only

do 80 with your parent's or carer's parmission and
even then only when they can bs present.

XG9S LN SE Accapting emails, IM messages.
or opening fles. picturas or texts from people you
don’t know or trust can lead to problems - they
May contain viruses of nasty messages'

[HAWFV:{US sSomeons enline may be lying
about who they ars. and nformation you find on
tha ntamet may not ba 1aliabls.

U8 Toll your parent. carer or a trusted
adult if someone or something makes you feel
uncomfortable or worred.

What you can do right now

y Get involved in your children's imternst uss. Discussing the
opportunitiea and riske with children involvee helping them to
206 for themaelves how they might gat into and out of difficulty.
Make sure your children know the SMART rules.

> Agree rules as a family sbout personal information, time spent
online, and contacting people via the internet.

) Create a family email address for registering online.

> Bookmark your family’s favourite websitee. Add

www.virtualglobaltaskforce.com to your favourites if you ever
need to report online abuse 10 the polics.

Y Encourage children to talk to someone they truat if they fesl
worried or upeet by something that happens online.

Further advice & resources

ntemet aafety advice and links for young
poople, parenta, teachera, and other

et
www_childnet-int.org

Chikinet's Chatdanger webaite gives detaila
about the potential dangers on interactive
services ke chat, IM, online gamees, email,
and mobiles. Read true stores and find out
how to keep safe while chatting online.

www .chatdanger.com

Childnet's Sorted webeite ia a rescuwrce
produced entirely by young people for
young people and adults on the issues
of internet securnty. it gives impornant
information and advice on how 10 protect
computers from the dangers of vieuses,
phishing acama, spyware and Trojans.
www . childnet - int.org/sorted

The Child Expioitasion and Online
Protection (CEOP) Centre's website
housee a range of information on how 1©
stay safe online. It includes a unique link
to the Virual Global Taskforcs that enables
parenta and young people 1o make reporns
of actual or attempted abuse online which
tho poiice will inveatigato
WWW.CE0p.gov.uk

The Intemeat Waich Foundaton wabsite
ia the UK’s hotline for reporting ilagal
online coment. k deals specifically with
criminally cbacene and incitement to rackal
hatred content hosted in the UK.

www.iwf.org.uk

This guide has Deen willen by chidren's
nternet charity Childnet international and
funded by the DIES
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...an internet safety guide for
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